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About the Pathway Group
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Service Capabillities

Advisory Serviceg

Managed Services Networking / Internet / Voice

IT Outsourcing Services Managed Connectivity Solutions
IT Security and Audits High Availability

Remote and On Premise PBX and SIP solutions
Help Desk + Tier 2 & 3

Contact Centre Outsourci Hosting / Cloud

24/7 Technical Contact Center Certified Tier 11 Data Center
ITIL Compliant Hybrid and Private Cloud
Service Desk Managed Co-location
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Ransomware 101

Motil ves, how It WOoOTr K ¢
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How Infection Works
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The Motives behind Ransomware
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Ransomware Is Growing

Reliance on techver time

Digital business processes

Number of tech components
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Ransomware Is Growing
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There are no guaranteesthat paying the

paying the

ransom will restore your files You are

RAN SO M relying on the customerserviceof criminals

to get your data back!
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What 0s at Rl s Kk

Loss of sensitive corporaata & Non-productive employee
trade secrets odownti meo cos!I

Loss of Customer personal and Possible info leaks during the
transaction information decryption/restoration process

Damage to corporatereputation Regulatory fines
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Ransomware Targets

*Chart data from Symantec: Ransomwanéections by Regigrdanuarn2015¢ April 2016

Earhmag

of all Ransomware infections happened in
North America, In Canada.

of Canadian organizations that opted not
to pay the ransom lostlata as aresult.

- the avg. ransomwareattacksthat organizations
have hadto defend against in the past 12nonths

of Canadian organizations have been
targeted by ransomware were attackexyer 6 times
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Infection survival guide

Ransomware in your network
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Qoops, your files have been encrypted!

What Happened to My Computer?
Y ant file

Payment will be raised on | -
= Can | Recover My Files?

S16/2017 00:47:55

AN re

| Your files will be lost on
52012017 00:47:55 M
I}
Time Left
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How Do | Pay?
P
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Send $300 worth of bitcoin to this address: |
[1269YDPgwueZONyMgws19p7AABIS r6 Shiw 3 ,‘

Abous tabcoin

Haow to oy bicons?

Contact Us
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What to do wleead vy ou

|solate Restore Harden
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Common Prevention Strategies

Mistakes and Lessons Learned
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The lllusion of IT Security
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The lllusion of IT Security
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Proper Defense

Earhmag
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The Best Strategy

A layeredapproachto IT security
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Step By Step Approach

ldentify & Detect Prevent Respond
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The proper IT Security Strategy
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The proper IT Security Strategy
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The proper IT Security Strategy
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