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Agenda

ÅAbout the Pathway Group

ÅRansomware 101

ÅInfection survival guide

ÅIllusions of Security (Mistakes and lessons learned) 

ÅThe Best Strategy: A layered approach to IT security

ÅQ & A session
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About the Pathway Group

ÅPremier òOne Stop Shopó 
Technology Management Provider

ÅHighly Certified including SOC 2 
Type II, ITIL, ISOõs, PCI

ÅManaged Services, Security, 
Hosting, Networking, Service Desk

ÅFounded 1995, 100% Canadian-
owned with 150+ Technical Staff
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Service Capabilities
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Networking / Internet / Voice

Advisory Services

Managed Services

Å

Å

Å

Contact Centre Outsourcing

Å

Å

Å

Hosting / Cloud
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Ransomware 101

Motives, how it works & whatõs at risk
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How Infection Works

WWW
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The Motives behind Ransomware

Political

Economical
SociologicalIdeological

Competitive
Military

Ethnic
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Ransomware is Growing

Digital business processes

Number of tech components
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Reliance on tech over time
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Ransomware is Growing
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There are no guarantees that paying the

ransom will restore your files. You are

relying on the customerserviceof criminals

to get yourdata back!

p a y i n g  t h e  

RANSOM
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Whatõs at Risk

Loss of sensitive corporate data & 
trade secrets

Loss of Customer personal and 
transaction information

Damage to corporate reputation

Non-productive employee 
òdowntimeó costs

Possible info leaks during the 
decryption/restoration process

Regulatory fines 
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Ransomware Targets

44% of all Ransomware infections happened in 

North America, 16%in Canada.

82% of Canadian organizations that opted not 

to pay the ransom lost data as a result.

5 - the avg. ransomware attacks that organizations 

have had to defend against in the past 12 months.

8% of Canadian organizations have been 

targeted by ransomware were attacked over 6 times

*Chart data from Symantec: Ransomware Infections by Region, January 2015 ςApril 2016  
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Infection survival guide

Ransomware in your network
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What to do when youõre infected

Isolate Restore Harden
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Common Prevention Strategies

Mistakes and Lessons Learned
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The Illusion of IT Security
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The Illusion of IT Security

https://www.pathcom.com/
https://www.pathcom.com/


19

Proper Defense
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The Best Strategy

A layered approach to IT security
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Step By Step Approach

Identify & Detect RespondPrevent
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The proper IT Security Strategy
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The proper IT Security Strategy
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The proper IT Security Strategy
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